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I
INTRODUCTION AND GENERAL COMMENTS 

Arlington, Virginia is an urban county of 26 square miles located directly across the Potomac River from Washington, DC.  On January 1, 2006 its estimated population was 200,226. It is among the most culturally diverse, densely populated and highly educated jurisdictions in the country with a population density of 7,761 persons per square mile. 

The Arlington County Auxiliary Communications Service (ACS) is the designated communications reserve of the Arlington County Office of Emergency Management under Emergency Support Function (ESF) 2 - Communications.  Its mission is to provide a variety of professional unpaid [volunteer] skills, including administrative, technical and operational, for emergency tactical, administrative and logistical communications; with served agencies, and participating jurisdictions of the Emergency Management Assistance Compact,  §44-146.28:1 of the Code of Virginia, within the National Capitol Region, and the Commonwealth of Virginia.

The Radio Amateur Civil Emergency Service (RACES) is provided for by the Federal Communications Commission (FCC) in Part 97, Subpart E of the Commission’s Rules and Regulations, as well as the Federal Emergency Management Agency (FEMA) Civil Preparedness Guide 1-15 and the State and Local Guide State (SLG) 101: Guide for All-Hazard Emergency Operations Planning.

ACS includes the Radio Amateur Civil Emergency Services (RACES) and eligible members of Radio Emergency Associated Communication Teams (REACT http://www.reactintl.org/) who have successfully passed Arlington County’s background check, training, equipment, participation and annual evaluation requirements.

ACS coordinates mutual aid communication requests, promotes effective resource management and personnel accountability for amateur radio operators, General Mobile Radio Service (GMRS), Business Land-Mobile Radio (LMR) and other FCC licensees and radio services, such as Civil Air Patrol (CAP), and the Military Affiliate Radio Service (MARS) deployed in support of civil defense, disaster response and recovery. 

The purpose of ACS is to provide communication support to government during periods of local, regional or national emergencies. ACS personnel are amateurs only in the respect that they may not receive compensation for their contributions. They are, however, professionals in their ability to provide many diverse forms of electronic communications such as voice, digital (Packet, CW, RTTY, radio fax, etc.) and ATV (amateur television) under less than ideal conditions. 

Arlington County ACS is composed of FCC licensed amateur radio operators, GMRS, LMR and users of other licensed radio services who have volunteered their capabilities and equipment for use in Arlington County under the ESF-2.  

Additionally ACS members have:

1) Completed an online application and written County background check form

2) Registered with the Arlington County Office of Emergency Management

3) Passed a character background check conducted by the Arlington Sheriff’s Department; 

4) Completed the Arlington County RACES Basic Operator course; and 

5)  Been issued photo identification cards by the Office of Emergency Management. 

The Arlington County ACS program is administered by the County Office of Emergency Management. The ACS unit is directed by the ESF-2 Communications Section Head (Radio Officer), who is the “Department of Technology Services (ESF Coordinator).

ACS functions under the direction of the Radio Officer and designated Group and Division leaders who serve as Assistant Radio Officers (ARO) who perform unit command and line staff functions when activated under the National Incident Management System.

II. 

Purpose 

The Arlington County ACS primary function is to provide supplemental communication assistance to agencies of Arlington County government                    in the event of a disaster, emergency or other planned or unplanned event. 

ACS provides essential personnel and equipment resources to augment served agency and public safety communications. Participants may be used at any time, from one to any number as may be appropriate. No declaration of an emergency is required. However, the use of the FCC Amateur Radio service frequencies is limited to training and emergency communications as permitted in the FCC regulations Part 97.

Communications may be passed through: 1) Properly licensed amateur radio or 2) General Mobile Radio Service operators using; either personally owned or County provided amateur or FCC Type Accepted GMRS equipment; (as appropriate to the users  (ham rigs don’t have to be type accepted by CFR 47) class of license), or by ACS radio operators who have been qualified by served agencies for assignment to designated County facilities, to operate FCC Type Accepted local government or public safety radio on authorized frequencies.

III. GENERAL INSTRUCTIONS TO ACS PERSONNEL 

1. ACS is a single communications resource whose chain of command is based on the National Incident Management System (NIMS) organization, which shall be followed at all times. Questions of management should be made in writing when possible.  Unit assignments are made to support incident action plans. Personnel may be rotated in and out of specific team positions, as determined by the needs of the incident. 

2.  There are four resource type classifications of ACS teams: 

a. Type IV teams serve as independent communications relay points.

b. Type III teams support local operations within Arlington County only.

c. Type II teams support regional incident operations within the National Capitol Region under the Emergency Management Assistance Compact (EMAC) with multiple agencies.

d. Type I teams, (if formed) would support operations during Incidents of National Significance requiring prolonged, sustained, incident management operations and support activities with multiple agencies and jurisdictions 

3. Activation of ACS personnel may be made only by the Radio Officer or his/her designee (after hours by the ECC Uniformed Fire Officer, upon request by Incident Commanders or Police Watch Commanders).

4. ACS personnel are unpaid professional staff, who function at the direction of the Radio Officer directly or through authorized instructions of unit leaders or the net control station. 

5. ACS personnel must abide by applicable FCC regulations at all times when operating on Local Government, Public Safety, Commercial or Amateur radio systems. 

6. ACS personnel are encouraged to participate in all available training and information functions.  Team member performance is measured against a minimum annual participation standard of twenty (20) activity points annually. Points are awarded for a variety of activities and certified by the agency group or neighborhood division unit leader, trainer, agency official, or the RACES Radio Officer.   (Refer to Annual Performance Rating Appendix 15)

7. Initial probationary reviews for newly enrolled members are conducted after six months, for the prior half year. The initial six-month review is for benchmarking purposes only and is without penalty. All ACS personnel receive an annual evaluation in January. 

8. Minimum ACS training and participation requirements for the first year are listed in the Trainee and Operator Type IV classification descriptions (refer to next page).

9. Personnel not participating in organized training and exercises are considered “untrained” and are not deployable in emergencies. Untrained personnel cannot move up from a “trainee”  /TANGO to the Operator Type IV classification. 

10. Inactive personnel, who fail to attain 20 activity points in the Annual Performance rating, regardless of previous training or experience, revert to Type IV Operator classification.  Inactive personnel may not serve as Unit Leaders or be deployed on solo assignments, but only as a working member of a Type IV team, supervised by a Unit Leader Type IV.(Refer to ACS Resource Type Classification Table, Appendix 16) 

11.  ACS personnel are expected to maintain a minimum level of family and personnel preparedness.  This is necessary to ensure that their families are self-reliant and able to sustain themselves while the member is activated.  (Refer to the web site http://www.makeaplan.org/ )  

12. When activated, ACS personnel are expected to provide their own radio equipment, supplies, suitable outdoor clothing, food, water and shelter to sustain operations away from their vehicle for a 12 hour operational period.

13. When deployed outside Arlington County, personnel should prepare a 72-hour Annex to enable units to operate independently, until relief operators and supplies arrive, to minimize the demand placed upon limited local resources. 

14. Served agencies shall provide assigned ACS personnel with essential personal protective equipment, emergency medical treatment, workman’s compensation insurance and access to off-duty rest and shelter areas for meals, sleep, hygiene and sanitation to the same extent as provided for paid staff. 

15.  Field replenishment of expendable supplies, food and water for on-duty ACS personnel performing active functions shall be provided to the same extent as for paid staff.

ACS Operator And Unit Leader Classification Levels 

There are five ACS Operator and Unit Leader Classification levels:

1. “Trainee” /T (voiced as “stroke Tango”) An enrolled ACS member, who has passed the background check, has been issued a local ID card, but who has not yet passed the Basic Operator Course exam, or equipment inspection for either local or mutual aid deployments. “/Tangos” are not deployable in declared emergencies, but are encouraged to participate in all  training and exercises, as Type IV reserve personnel being assigned to a Type IV team under training supervision of a qualified Operator Type IV. 
2. OPERATOR TYPE IV   A Trainee who has passed the Basic Operator Course examination, has been equipment certified for both local and mutual aid deployments, and is qualified to serve as a radio operator on a 3-person Type IV team for local deployment (2 Type IV portable/mobile UHF/VHF voice operators and 1 unit leader who is an Operator Type III assigned in a training capacity as a Unit leader. Requirements for a Trainee to become fully qualified as an Operator Type IV, able to undertake solo assignments or to supervise other trainees are:

a) Pass the Arlington ACS-RACES Basic Operator Course Exam with a minimum score of 75%

b) Attain 12 activity points or more during the six-month probationary Performance Rating.

c) Completion of FEMA IS-100 and IS-700 Independent Study

d) Participate in the Arlington County ACS-RACES net at least once monthly

e) Serve as net control of the Arlington County ACS-RACES Net at least once annually

f) Participate in at least one Local deployment or graded exercise, scoring 20 points each on the Vehicle and Personal Equipment Checklists for Local Deployment, with a satisfactory performance rating.

g) Participate in a Mutual Aid deployment or graded exercise, scoring 20 points on the Vehicle Equipment Checklist for Mutual Aid Deployments with a satisfactory performance rating.

h) Participate in at least 50% of unit meetings, organized training and preparedness activities.

3. OPERATOR TYPE III / (Unit Leader Type IV)   May be deployed under EMAC anywhere in the National Capitol Region or the Commonwealth of Virginia. In addition to Type IV Operator  requirements, maintains a higher state of readiness and a 24-hour pack for mutual aid deployment at all times, has been a conditional Type III team member in a training capacity for six months, had a satisfactory evaluation for either an actual Level III activation or a graded full-scale exercise, attended Health &Safety Awareness, Packet and FM Simplex workshops, may be assigned either as a Unit Leader on a 3-person Type IV Team or as a technical specialist based on knowledge, skill, ability, training or experience.  Additional training proposed above Type IV requirements for an Operator Type IV to upgrade to a Type III (within two years) is:

a) Health & Safety Awareness for Disaster Workers – VARACES internet class+ local test; plus Metro Transit System Safety module)

b) Packet Operator Workshop – live workshop +exercise

c) FM Simplex  Operating Workshop – live workshop +exercise

d) HF NVIS Operating Workshop VARACES internet class, +live workshop /exercise

e) IS-22 Are You Ready – Introduction to Individual Preparedness EMI cert

f) ICS 200 for Single Resources and Initial Action Incidents – EMI cert.

4. UNIT LEADER – Type III – a Type Operator III who has also completed FEMA basic leadership training, IS courses 240, 241, and 242 and has been a Unit Leader Type IV for six months with satisfactory performance ratings.  Qualified to serve as a Unit Leader of a 4 person Type III Strike team (2 VHF/UHF portable mobile voice operators, 1 portable/mobile VHF/UHF digital operator, 1 unit leader, + roaming technical specialist on call). An Operator Type III who is assigned in a training capacity as a unit leader is expected to complete the leadership syllabus within the first year, and complete two additional courses from the following list during each year thereafter. 

a) IS-120, An Orientation to Community Disaster Exercises 

b) IS-230 Principles of Emergency Management 
c) IS-240 Leadership & Influence 

d) IS-241 Decision Making & Problem Solving 

e) IS-242 Effective Communication 

f) IS-235 Emergency Planning 

g) IS-800 – Introduction to the National Response Plan

5. UNIT LEADER – Type II is fully qualified as an Operator Type III and has had at least six months year's experience as a Unit Leader Type III with satisfactory performance ratings, having completed at IS 240, 241 and 242 plus at least four IS Courses from either the Unit Leader Type III or the Unit Leader Type II continuing education lists.  A Unit Leader Type III is qualified for assignment as an Assistant Radio Officer (ARO) either as a Group Leader who serves as an alternate point of contact for a served agency; or as a Division Leader for a geographic area, assigned under Incident Actions Plans.  Type II Unit Leaders are able to organize, plan and execute a deployment of a 4 person Type II Strike Team (1 VHF/UHF mobile/portable voice; 1 VHF/UHF mobile/portable voice/digital operator, 1 portable/mobile VHF /HF-SSB operator, 1 unit leader, plus technical specialist on call), working directly as the ACS representative to a served agency in an NIMS environment.  Unit Leaders Type II are expected to complete all FEMA IS courses on the Unit Leader Type III list, plus three of the following within two years of appointment, and are expected to complete at least one additional IS course annually thereafter: 

a) IS-139 Exercise Design 

b) IS-271 Anticipating Hazardous Weather & Community Risk 

c) IS-275 EOC Role in Community Preparedness, Response, and Recovery 

d) IS-288 Role of Voluntary Agencies in Emergency Management 

e) IS-324 Community Hurricane Preparedness 

f) IS-546 Continuity of Operations (COOP) Awareness

g) IS-547 Introduction to Continuity of Operations (COOP)

IV. Standards of Behavior and Conduct 

ACS personnel shall maintain the highest standards, of performance and behavior. As a volunteer organization entrusted to serve Arlington County during emergencies ACS is working with professionals, who expect professionalism in return.  Recognize that amateur radio operators are individuals, but those who make a personal commitment to serve Commonwealth and community are part of a team which has been formed for the purpose of executing the County’s Emergency Plans, in accordance with policies, procedures and rules. ACS members are expected to follow the following standards:

1. ACS members must have current issued identification badges and FCC license copy in their possession always, and display County photo ID prominently while on activation. Appropriate identification is required to ensure that volunteers are not mistaken by citizens or non-governmental organizations as professional responders.  This could result in personnel being inappropriately assigned non-communication tasks which exceed their legal authority, training or ability.

2. All personnel shall demonstrate a positive and enthusiastic image of Arlington County and the ACS program. ACS personnel should always present a clean, well-groomed, neat, utilitarian and professional appearance which builds confidence in the minds of agencies and organizations we support. 

3. All communications and statements made during an operation are to be treated as strictly confidential. Personnel will make no statements or provide information to the media or any non-departmental personnel at any time. Inquiries by the media must be directed to the agency Public Information Officer (PIO).

4. Personnel should avoid distasteful or controversial public discussions, which may reflect negatively on the Arlington County ACS organization. Any such issues that do arise should be forwarded to the Unit Leader and up the chain of command to the Radio Officer. 

5. Personnel shall wear clean civilian work clothing with forest green ball cap and outer garment bearing the ACS patch and County-issued photo ID.  Wearing of distinctive items of military or other uniform apparel or insignia not approved by the Radio Officer is prohibited. 

6. Personnel shall not consume alcoholic beverages or controlled substances while on activation. Any member found under the influence of any intoxicant while activated will be removed from the scene and have his/her team membership immediately terminated.

7. Personnel shall not carry firearms during exercises or when activated, regardless of permit status, except for sworn law enforcement officers, required by their supervising authority to be armed when off-duty.

8. Personnel should always operate in a safe manner. If you are asked to do something that you consider unsafe, you have the right to refuse and to notify the incident Safety Officer.

9. All ACS personnel are expected to maintain at minimum portable communications and always carry personal equipment for a 12-hour operational period. (Refer to Vehicle Checklist – Local Deployment – Appendix 1 and Personal Equipment Checklist for 12-Hour Operational Period – Urban Environment – Appendix 3)

10. Operators Type III shall also have their vehicles equipped with a 25-watt VHF or dual-band mobile radio (Refer to Vehicle Checklist – EMAC Deployment Appendix 2) and always carry a 24-hour pack and work clothing with them. (Refer to 24-hour pack checklist – Appendix 4 for suggested items).

11. Station identification by both net control and field stations shall be kept to the minimum required by FCC regulations.

12. Minimum necessary transmitter power should be used to conserve batteries and prevent interference to other nearby stations.

13. There is to be no unnecessary conversation or chatter during ACS operations

14. Personnel provide, use and maintain their own personal equipment during ACS operations, unless operating at a designated equipped local government station.
15. At all times operations will be conducted in a safe manner.

16. ACS personnel deployed on activation will be required to maintain and complete an ICS 214 form for all shifts worked. 

V. ACS ORGANIZATIONAL LEVELS 

Personnel of the Arlington County ACS unit form the trained emergency communications reserve serving public safety agencies of Arlington County. These volunteers provide their time, training, expertise, and equipment to enhance the overall communications capability of the National Capitol Region

Persons meeting the following conditions are no longer considered ACS members: 

1. Any individual who is deceased 

2. Any individual who has resigned from the organization. 

3. Any individual who was terminated from the organization. 

4. Any individual who can no longer participate in organization activities. 

Former ACS members may be reinstated into the organization provided they were released in good standing and subject to approval. After one year, standard application requirements and procedures will apply.

Operator Type IV Reserve is the basic status for all enrolled ACS personnel who have completed Basic Operator training and is defined by the following conditions: 

1. All ACS members (including Trainees) who possess active member status routinely have this minimum level position unless a higher classification is indicated on the ID. 

2. Basic requirements after application approval are to attend an Orientation (Introduction to Emergency Communications Basic Operator Course Unit 1) and to be assigned either to an agency working Group or to a neighborhood Division, (determined by home or work location within or nearest to Arlington County, and identified by the nearest fire station number under the Metropolitan Washington Council of Governments Mutual Aid dispatching system). 

3. Trainees report to Unit leaders for indoctrination, in which they will be assigned a training mentor and “buddy” to deploy with, after which they will attend local training sessions and be available, to assist with local non-emergency events. 

4. Operator Type IV Reserves may include members of other EmCom organizations such as ARES, REACT, Skywarn, CERT, Neighborhood Watch, radio dispatched commercial vehicles and General Mobile Radio Service groups whose members have passed the local background check, completed the Basic Operator Course, passed the exam and have been issued a County ID card. 

5. Operator Type IV Reserves may be called upon routinely to participate in local community preparedness, mitigation and unit training events of a non-emergency nature. 

6.  During a declared Emergency Type IV Reserves, may be activated for assignment to work in local Type IV teams under the supervision of a Unit Leader.

7.  Type IV Reserves are expected to be able to prepare for local deployments only, within 24 hours notice.  Most such portable, mobile or fixed location assignments will require TWO operators, one for the radio and another person to log, changing off periodically.  Type IV reserves should be teamed with more experienced Type III operators whenever possible.

8. Inactive members attaining less than 20 annual activity points may remain in Type IV Reserve status for three years, after which they are removed from the personnel roster unless they become more active and complete Basic Operator Course refresher training to remain eligible.

Operator Type III Ready Reserve is defined by the following conditions. 

1. Must be willing to travel to any location within the Virginia Emergency Management Assistance Compact in response to emergencies. 

2. Requires training which prepares the individual for statewide mutual aid in various capacities, which is specialized and independent of any local training. 

3. Are considered trained communicators in all areas and on various types of VHF and UHF FM and either AX.25 FM digital (Amateur Technician license) or HF-SSB (General license) equipment, and the public safety trunking radio system.

4. Are encouraged to serve temporarily in Type III Unit Leader positions as a training and leadership opportunities and upon satisfactory performance ratings may be selected to train to become Type II Unit Leaders after obtaining sufficient experience and completion of local government and / or FEMA leadership and a management training.

5. May remain at Type III Ready Reserve level as long as they stay active and proficient in their training and involvement with incidents. 

6. Are required to participate in 70% of activities in their assigned Division or Group. 

7. Operator Type III – Ready Reserves are Strike Team members expected to be “ready to go,” anywhere, in the National Capitol Region within 8 hours, to report for the next operational period relieving the Type II Active Reserve shift which has been on duty from the onset of the incident.

Strike Team Type II - Active Reserve is defined by the following conditions. 

1. Are considered highly trained individuals in their specialty and meet or surpass the requirements for this level of participation. 

2. Must be willing to travel to any Virginia location within the Virginia Emergency Management Assistance Compact in response to emergencies.

3. May be appointed as Division or Group Leaders after completion of Management Training. 

4. May be selected as Strike Team Leaders Type II after receiving proper training and approval in specific specialty fields, such as net control,  network troubleshooting and repair, HF-NVIS operations, staging, logistics and transportation, Community Emergency Response Team (CERT) coordination, damage assessment, Emergency Communications Center (ECC) or other training needs identified by the Office of Emergency Management.

5. Are strongly encouraged to participate in all activities of their assigned Divisions or Sections. 

6. Strike Team Type II Active Reserves - Are expected to activate and deploy with their teams during the first operational period, immediately upon notification with a desired response time of 4 hours to any location within the National Capitol Region. 

7. Strike Teams are comprised of Type III Operators and led by a Unit Leader Type II.  Members have met and maintain all requirements of previous Levels and are assigned to specific units after receiving training specific to the type of specialty assigned, i.e. Logistics, Digital, Imagery, HF-NVIS, etc.

8. Strike Team members must participate in 70 percent of activities of their assigned Groups or Divisions.
9.  Strike Teams fall into three categories: 
A
Comm Support Unit:  - staff the Department of Technology Services Emergency Technology Support Unit  (ETSU). These unit members are responsible for understanding all aspects of the vehicle and must be prepared to deploy within 1 hour notice with the vehicle. They must have a full and complete knowledge of the vehicle, all of its components and equipment, and be able to handle any communications problems that might arise in the field.

B
EOC Unit - EOC Support members are responsible for understanding all aspects of the County Emergency Operations Center and must be prepared to deploy to the EOC within an hour when activated. They must have a full and complete knowledge of the EOC, all of its components and equipment, and be able to handle any communications problems that might arise at the EOC. 

C .
EMAC Support Unit – A Type II Mutual Aid Communications strike team consisting of three Operators Type III, equipped with mobile and portable VHF-FM digital, mobile and portable VHF and UHF FM voice radio, mobile and portable HF-SSB radio, supervised by a Unit Leader Type II equipped with mobile and portable VHF and UHF FM voice radio and either a portable public safety radio, Nextel or cellular telephone, plus an Operator Type III network specialist with portable and mobile VHF and UHF voice radio and either Nextel or cellular telephone, on call.

EMAC Support Unit must be prepared to deploy anywhere statewide and operate independently for 72 hours until arrival of a relief team.  EMAC units must have a full and complete knowledge of the National Incident Management System, EOC operations and the NIMS-EOC interface which occurs between operational units in the field, incident command posts, and area command.          

VII 
DUTIES AND RESPONSIBILITIES

1. The Office of Emergency Management OEM) appoints the Radio Officer (RO), who in turn appoints his/her staff. The RO reports directly to the OEM Director and is responsible to promote the directives of the Office of Emergency Management throughout the organization. 

2. RO Assignments to Management Positions: The Radio Officer or his/her designee shall make appointments to fill open positions, from the entire pool of qualified Type III and Type II personnel. Appointments shall be based on the individual’s demonstrated abilities and desire to serve the organization, past level of participation, qualifications and the general needs of the organization. Current management personnel do not necessarily move to the next highest position available. Management personnel will be required to undergo a two-year peer review. This allows for a general overview and assessment of their performance to date. 

3. Radio Officer (RO) - Is a Unit Leader Type II who is responsible for implementing the policies and procedures of the Arlington County ACS organization and to insure the proper functioning of all positions, the Chain of Command and operations of the organization. The RO is the controlling supervisor in charge of the operations of all ACS. activities, activations and events, and is the County’s principal point of contact for all matters relating to emergency communications activities, including radio communications or allied resources. 

4. Assistant Radio Officer for Operations and Planning (OPS) is a Unit Leader Type II who is second in command of the organization.  This person performs all duties of the RO, in his/her absence, at the direction of the Radio Officer or designee.  When ACS is not activated the OPS officer is responsible for preparedness planning, coordination of planned local, EMAC and regional events, implementation of Standard Operating Guides, and development of job aids, and procedure lists. When ACS is activated the OPS Officer is responsible for developing ACS Unit Communications plans and frequency assignments as needed to manage communications requested under incident action plans. The OPS Officer interfaces directly with the served agencies, the RO, Group and Division Leaders. 

5. Assistant Radio Officer for Logistics (LOG) is a Unit Leader Type III and is third in command of the ACS organization. When ACS is not activated is responsible for communications infrastructure development, preparedness and mitigation planning. When activated the LOG Officer is responsible for implementing procedures for resource management and accountability, including unit alerting and mobilization, supply, team assignments, and demobilization. When activated the LOG Radio Officer may serve in rotating assignments as a shift relief for the OPS Officer. When not activated LOG oversees all committees and support units, such as imaging-ATV, training AV support, repeater support, and Digital operations.

6. Assistant Radio Officer for Administration (ADMIN) is a Unit Leader Type III responsible for ongoing staffing of personnel, maintaining all personnel records, and all Historical documentation in addition to overall Human Relations activities. ADMIN also coordinates long-term activations, event staffing and personnel requests by other units.

7. Communications Group Leader (COML) is a Unit Leader Type III responsible for the operation, maintenance and deployment of the Department of Technology Services Emergency Technology Support Unit) mobile communications vehicle. (ETSU) COML is also responsible for the training and staffing of ETSU on initial deployment. 

VIII.

Tasks and Activities

There are a number of tasks that ACS may be asked to do in the course of a mission.  The most common are:

1. Portable Station: Is an Operator Type IV assigned in a solo assignment of a tactical nature.  This usually involves carrying a VHF, UHF or dual-band portable radio and walking around. You may assist in damage assessment, neighborhood patrol, securing a foot perimeter on a SAR mission, observation, weather spotting, and other activities that require being on foot. Your gear should be carried so that you are self-contained for 12 hours - including food, water, and battery power. The standard of service expected is the ability to maintain communications (at a 4:1 Rx to Tx ratio) for a 12-hour operational period without re-supply from your vehicle.

2. Shadow Station: This is a specialized form of Operator Type IV “Portable” (or occasionally Mobile) assignment assigned to “shadow” (stay close to) an official or NIMS Command Staff person, to ensure that they have “instant and continuously ready” access to radio communications. This function is performed in exactly the same manner of a radio operator in an infantry rifle platoon or company. When the official being shadowed needs to make or receive a call, the Operator must be “right there, right now” to hand him/her the radio or microphone.

3. Mobile Station: Is a Mutual Aid Qualified Operator Type III working from a vehicle, and able to drive and perform a number of tactical or logistic functions.  This may include neighborhood patrol, wide-area damage reports, storm tracking, personnel, equipment and supply transport, and dispatch runners which require the use of Mobile Stations. This is usually a two-person team, quite often an Operator Type III paired with a Type IV with one person driving and operating the radio and the other navigating, spotting and logging all traffic.

4. Relay Station: This is an experienced Operator Type III working a combination of Fixed and Mobile, always teamed with a second person who may be an Operator Type IV, with one operator handling the radio and driving and the other logging all traffic.  In the event of repeater loss or failure, drive to a designated location, establish an operational position and relay traffic assigned to you.  The relay may be performed on two or more frequencies, possibly requiring cross-band or cross mode operation, and may require setup of larger antennas than can be successfully supported by a vehicle in motion, thus making the Relay Station more demanding of equipment inventory and operating expertise than other assignments.

5. Fixed Station:  Operators must be prepared to operate a fixed station in any of a number of scenarios, such as, ground search and rescue, mass casualty, evacuation coordination, debris clearance and wildfire suppression.  ACS may be expected to operate from a casualty collection point, staging area, equipment / supply depot, shelter site, Incident Command Post, police, fire station, hospital or temporary EOC.  There may already be a pre-positioned antenna with coax terminating in a designated operator position with a desk, checklists and operating aids, in which you simply need to bring in and connect your equipment.  In other cases the ACS operator must begin from a “cold start” and provide all equipment being used.  An important part of a Fixed Station assignment is the ability to set up, trouble-shoot, test, maintain and take down that equipment. This is a two-person assignment, in which one may be an Operator Type IV, with one person handling the radio and the other logging all traffic. In many cases the Group or Division Unit Leader (GL or DL) and/or the NIMS Communication Unit Leader (COML) will be a third person on the team (Unit Leader Type III).

IX
Emergency Support Function 2 – Communications Overview

The purpose of Emergency Support Function 2 is to support public safety and other county agencies by maintaining continuity of information and telecommunication equipment and other technical resources.  This section describes the County’s emergency communications/notification and warning system.

Situation and Assumptions

A. Situation

To save lives, minimize property damage and manage consequences of disasters, requires reliable, coordinated, interoperable communications among public safety, other county agencies, inter-jurisdictional mutual aid, state, federal and non-governmental resources, therefore:

1. The Arlington County Office of Emergency Management operates an emergency communications center located at 1400 N. Uhle Street.  The Arlington County Emergency Communications Center serves as the 911 center and the County Warning Point.

2. The Emergency Communications Center is accessible to authorized persons only.

3. The ECC is most often the first point of contact for the general public.

4. Arlington County emergency communications are heavily dependent on the commercial telephone network.

5. Amateur radio and other non-governmental communications capabilities are available.

6. The Emergency Communications Center has the capability to access the Emergency Alert System to deliver warnings to the public.

B. Assumptions

1. Use of all available forms of warning and notification will not provide sufficient warning to the general public and special needs population.

2. Emergency/disaster occurrences could have an unfavorable effect on the County’s communications system.

3. The commercial telephone system serving Arlington County is vulnerable to the effects of emergencies/disasters and to possible system overload due to increased usage.

4. Electricity may be lost during emergency/disaster situations, necessitating the use of auxiliary power.

5. It is possible for neighborhoods within Arlington County to be isolated from communications for extended periods of time.  Community Emergency Response Team (CERT), and Neighborhood Watch supported by amateur radio communications are important volunteer resources to mitigate this condition. 

6. Technical failure or damage to a telecommunications central office, a communications tower or repeater could hamper communications or the ability to page emergency personnel throughout the region.

7. The ability to repair damage to the county communications system is contingent upon the availability of private commercial repair technicians. 

8. State assistance may be needed to procure supplemental communications equipment or to locate available repair technicians following a major emergency/disaster.

9. Mutual aid repeaters in contiguous jurisdictions may not be available, or may not be able to provide sufficient coverage or channels to compensate for technical failure or damage to telecommunications resources in the county, during an emergency.  

Operations

A. General

1. Public Safety Answering Point for all of Arlington County.  

2. The Emergency Communications Center will initiate notification and warning of appropriate personnel.  Landline telephone, voice or data 2-way radio, and wireless telecommunications devices may be utilized to notify public officials, Emergency Operations Center staff, emergency personnel and others as required.

3. Emergency service vehicles equipped with public address systems may be used to warn the general public.

4. The Emergency Communications Center is operated 24-hours a day and serves as the Arlington County Warning Point.

5. Notification of governmental officials and emergency personnel by the Emergency Communications Center will follow established procedures.

6. Emergency communications standard operating guidelines will be implemented.  Back-up capabilities will be activated as necessary.

7. The Director of Emergency Management or his/her designee must authorize the use of the Emergency Alert System.

8. Emergency warning may originate at the federal, state or local level of government.  Timely warning requires dissemination to the public by all available means:

· Arlington County Emergency Communications Center

· Arlington Alert and the Employee Alert Systems

· Arlington County AM Radio Station (AM1700)

· Local radio and television stations

· NOAA Weather Radio (National Weather Service)

· Mobile public address systems

· Telephone

· General broadcast over all available radio frequencies

· Newspapers

9. Field emergency service personnel utilize the county emergency communications networks to communicate with the Emergency Communications Center and the Emergency Operations Center.

10. Authorized amateur radio volunteers may augment primary communications.  The Emergency Operations Center may authorize the operation of an amateur radio station during periods of activation.

11. The County Warning Point will assist the National Weather Service with dissemination of severe weather advisories and forwarding of related information, situation reports etc., as needed by the County.

B. Specific

1. Telephone Service

a. Commercial telephone service is provided by Verizon telephone.

b. Mobile telephone capability is provided by several companies in the area.

c. Verizon telephone will be furnished a restoration priority list for telephone service prior to and/or following a major disaster.

d. During emergencies/disasters, designated Arlington County personnel or qualified volunteer resources will staff information telephones in the Courthouse to respond to questions from the general public.

2. Two Way Radio System

a. The County’s Communications System is designated as the principal system to be used for direction and control activities.  Principal users are as follows:

b. Law Enforcement

c. Fire Department and Emergency Medical Services

d. Emergency Management

e. Medical Facilities

f. Public Works

g. Public Utilities

h. Other two-way communications systems which may be used to communicate with the Emergency Operations Center during emergencies include:

i. Unlicensed public 2-way communications, Citizen’s Band (CB), Family Radio Service (FRS) and Multi-Use radio Service (MURS).

3. Licensed civilian radio services, Business Land mobile Radio Service (LMR), General Mobile Radio Service (GMRS) and Amateur Radio (ACS-RACES on HF, VHF and UHF voice, data and imaging)

4. Facsimile Machine

5. National Warning System

6. Washington Area Warning System

7. The Director of the Emergency Communications Center will be responsible for maintaining the operational readiness of the primary and back-up centers.

Organizational Roles and Responsibilities

A. Arlington County Office of Emergency Management 

1. Develop and maintain primary and alternate communications system for contact with local jurisdictions, state agencies, and private sector agencies required for mission support.

2. Ensure the ability to provide continued service as the Public Safety Answering Point for incoming emergency calls originated in Arlington County.

3. Ensure communications lines and equipment essential to emergency services are maintained by the appropriate vendor.

4. During an Emergency Operations Center activation dispatch personnel from fire and rescue will be assigned to the Emergency Operations Center to assist with communications functions.

5. Develop and maintain an emergency communications program and plan.

6. Maintain records of cost and expenditures and forward them to the Finance/Administration Section Chief.

B. Public Schools and Department of Parks, Recreation and Cultural Resources

1. Develop emergency communications support plans, which provide alternate or supplementary support to the communications infrastructure during emergency/disaster situations.

2. During Emergency Operations Center activation provide the capability for department radio to be stationed and staffed at the Emergency Operations Center. 

3. Maintain records of cost and expenditures and forward them to the Finance/Administration Section Chief at the Emergency Operations Center.

C. Amateur Radio (ACS-RACES) and Private Sector Agencies

The county may use amateur radio operators and other nongovernmental volunteer groups (REACT, LMR business radio, GMRS users, etc.)  to assist with primary or alternate emergency radio communications support.

1. The amateur radio and other nongovernmental volunteer groups/operators used in this role will be under the authority of the Department of Technology Services (ACS-RACES).

2. The amateur radio and other nongovernmental volunteer operators will be required to have successfully passed a background check prior to being credentialed for this task.

3. The amateur radio and other nongovernmental volunteer groups/operators will be required to actively participate in regular training and exercises established by the Department of Technology Services and the Office of Emergency Management.

Resource Requirements

Estimated logistic requirements such as personnel, supplies, and equipment, facilities, and types of communication devices will be developed during normal planning processes and exercises.

X. 
ACS Operations Under NIMS

1. Assistant Radio Officer for Operations and Planning (OPS) - Unit Leader Type II.  An Operations Officer is assigned as the initial point of contact for ACS activities for each operational period (generally 12 hours). The Operations Officer has been delegated full authority by the Radio Officer (RO) regarding operational decisions and committing of ACS-RACES resources. The RO may relieve the Operations Officer upon their arrival at the incident.  The Operations Officer is the OEM volunteer coordinator’s initial point of contact during activations.  During non-emergency periods when ACS-RACES is not activated Assistant Radio Officers may appoint any Operator Type III to an in-service training rotation as Operations Officers for exercises, mitigation and preparedness activities.

2. Assistant Radio Officer for Logistics (LOG) Unit Leader Type III Is responsible for assigning personnel to serve as net controls for weekly nets and planned exercises. The Logistics Officer is responsible for developing net scripts, maintaining regional and local frequency lists used by the ACS communication system; ensuring prior approval of all information distributed over nets; and assures that ACS Bulletins are posted to the VA-EmCom yahoo group and / or via Arlington Alert, as appropriate. 

3. Assistant Radio Officer for Administration (ADMIN) – Unit Leader Type III ensures that all records required by OEM and ACS organization are properly submitted and maintained. These would include personnel applications, photo identifications, meeting minutes, personnel lists and time sheets. 

4. Assistant Radio Officer for Safety and Training (SAFETY) - Unit Leader Type III Is responsible for the continuing training and improvement of ACS personnel concerning situational awareness and field skills. The Training Officer is responsible for the creation and implementation of training programs within the County ACS organization. Primary training to be offered to ACS personnel will include Operator Basic Course, Hazard Communication and Safety Awareness, Digital Operations Fundamentals, Simplex Communications, HF-NVIS Operations, Damage Assessment, Trunking Radio Orientation and EOC procedures. 

5. Group - Division Unit Leaders - Unit Leader Type III. Group unit leaders serve as the Radio Officer’s delegated alternate point of contact to a served agency.  Division Unit Leaders command a neighborhood or fire station first-due response area communication assignment. Unit leaders are responsible for the distribution of all approved information and training within their functional groups or divisions. They conduct weekly local nets, provide personnel training and hold monthly meetings.  Unit leaders maintain activity records of assigned or temporarily detailed personnel within their sections and forward compiled information to the Radio Officer.   Unit leaders are also the training point of contact for new personnel.  They shall maintain a current roster and training documentation of personnel within their unit and have it in their possession at all times. 

6. Operators- Type IV and Type III. Operators Type IV may provide communications within Arlington County only.  Operators Type III may be assigned in Type III teams under EMAC by OEM outside Arlington County, anywhere within the National Capital Region or in the Commonwealth of Virginia in the event of a disaster or other emergency when regular communication channels fail, become overloaded or are found to be inadequate. ACS typically may be asked to respond to requests for supplemental or agency-to-agency communication, rumor control or damage assessment communications. Operators provide their own equipment, supplies and transportation, are responsible to maintain their equipment in proper working order at their own expense and report directly to their Unit Leader during normal operations.

7. All unit personnel are responsible to participate in training and exercises to insure that they are adequately trained to respond to requests from government. This includes, but is not limited to, participation in weekly nets, local or regional drills, training exercises, unit on meetings and proper operation of their station and equipment. Regular training shall be made available to all personnel on an ongoing basis. Inactive personnel are considered inadequately trained and shall be deactivated. 

8. XI   ACS POSITION DESCRIPTIONS 

Operator Type IV – Independent Relay Point, Local Deployment 

General: 
ACS Operators provide communications assistance to Arlington County and the National Capitol Region Operational Area in the event of a disaster or other emergency.  Operators provide their own equipment, supplies and transportation, are responsible to maintain their equipment in proper working order at their own expense and report directly to their Unit Leader during normal operations.  All personnel are responsible to participate in training and exercises to insure that they are adequately trained to respond to requests from government. This includes, but is not limited to, participation in weekly nets, local or regional drills, training exercises, unit meetings and proper operation of their station and equipment. Regular training shall be made available to all personnel on an ongoing basis. 
Describe the kind and extent of supervision that this position requires:

Reports to Unit Leader Type III... Requires ability to follow oral and / or written instructions and perform assigned communication tasks in accordance with established policies and procedures, as a member of a 3 person Type IV team which receives assignments from the Radio Officer (RO), the served agency representative, or their designated assistants.

What review is made of this volunteer's work, and by whom? 

Individual performance rating by Unit Leader after events or drills.  Annual review by Group or Division Assistant RO, subject to concurrence of the Radio Officer RO.

3.   What do you consider the primary function of this volunteer?
To prepare, train and become equipped to perform auxiliary public safety communications using portable or mobile FM amateur radio equipment, operating independent of electric utilities for up to 24 hours. Mentor trainees by demonstrating correct FM voice communications and setting a positive example of operating skills, station development and preparedness during weekly nets, exercises and drills. Participate in planned events of a non-emergency nature. Work in a Type IV team under supervision of the Unit Leader. Follow the Arlington County ACS-RACES mission, organization, expectations for preparedness, personal safety, policies, plans, and procedures. Actively participate as a unit member supporting an agency group or neighborhood division unit. May be assigned as a solo portable or shadow station, or teamed as a relief operator in a 2-person mobile, relay or fixed station assignment.

4.   What are the physical requirements to perform the essential duties?

Ability to see and / or hear and understand oral and / or written instructions and communicate with other unit members and served agency representatives.  Able to move with minimal assistance from a motor vehicle or other conveyance to a radio operating position.  Can set up and operate FM voice transceivers with minimal assistance. Disaster deployments are for operational periods of 12 hours without relief. Exposure to inclement weather and field conditions may be required. Operators may be required to sit for long periods of time, in a confined and or low light environment.  Reasonable accommodation is strongly encouraged as long as the effectiveness of assigned communications tasks is not impaired.  Operator selection and training must be undertaken with care and sensitivity.

Position Description for OPERATOR Type IV - 
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5. Expectations and Standards of Conduct: 

All personnel are expected to be trustworthy, cooperative, competent within the scope of their training, and prepared by maintaining at minimum portable 2 meter FM communications and personal equipment for a 12-hour operational period. (Personal Equipment Checklist for a 12-Hour Operational Period – Urban Environment – Appendix 2)  All personnel are expected to follow instructions and work cooperatively with others in stressful situations, operate equipment in a safe, professional manner at all times. Personal grooming, appearance and hygiene shall be suitable to a professional office environment. Duties shall be performed using accepted techniques and protocols.

6. What license, training, certifications or other qualifications are required to perform these duties? 

· High School diploma or GED

· FCC Technician or higher Amateur Radio license or General Mobile Radio Service ZA.

· Virginia Motor Vehicle Operator’s and auto insurance. 

· Successful background investigation

· Pass Arlington ACS-RACES written exam with a passing score of 75%

Disaster communications work requires awareness of safety and certain technical information. Therefore training must be as comprehensive and specific as possible within the time allowed. The Arlington County ACS RACES Basic Operator Course meets only minimum requirements, and must be supplemented by "hands-on" experience and coaching, which should take place as soon as possible at the Group or Division unit level.

6.   What equipment is required to perform these duties? Required to own at minimum a 5 watt 2 meter or GMRS portable transceiver.  Amateur equipment should be frequency agile with ten field programmable memories, CTCSS encode, battery power for 24 hours with a portable unity gain antenna.  Within six months is expected attain 20 points on the Vehicle Equipment Checklist - Local Deployment (Appendix 1).

7.   Readiness: 
Operator Type IV Reserve - 24 hours advance notice.

8. Travel:
Local operations within Arlington County and/or jurisdiction of residence only.

Describe the specific duties for this volunteer position:

Duty 1 of 6:
Describe:
Coach assigned trainees in radio communication fundamentals.



Mentor, coach, and evaluate trainees' in voice operating procedures.

Frequency:   X Daily
( Weekly
( Monthly     (  Quarterly 
      (Annually




Criticality:     ( Critical: 
X  Major

( Routine



Percent of time:
30%

Duty 2 of 6 
Describe

Net participation

Participate in local, section and region nets, mentor / evaluate trainees.

Frequency:   ( Daily
X Weekly
( Monthly    (  Quarterly
      ( Annually




Criticality:     ( Critical
( Major

X Routine



Percent of time:
10%

Position Description for OPERATOR Type IV - 
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Duty 3 of 6:
Describe:
Independent study to increase basic knowledge.

Complete FEMA EMI IS-100 and IS-700 Courses within first year.  GMRS licenses obtain Amateur radio technician license within 1 year.  Technicians should attend a packet radio workshop and demonstrate “appliance user” AX.25 proficiency within 1 year.

Frequency:   ( Daily   
( Weekly
( Monthly   (Quarterly
  X Annually



Criticality:     ( Critical
X  Major

( Routine



Percent of time:
10%

Duty 4 of 6:
Describe:
Set example for trainees in preparedness / station development.



Mentor, coach and evaluate assigned trainees, 1 hour /week.

Frequency:   ( Daily
X Weekly
( Monthly    (  Quarterly
      ( Annually




Criticality:     ( Critical
X Major

( Routine



Percent of time:
15%

Duty 5 of 6:
Describe:
Local area preparedness drills and exercises, participation.



Participate in group or division unit exercises annually.

Frequency:   ( Daily
( Weekly
( Monthly    (  Quarterly       XAnnually




Criticality:     ( Critical
( Major

X Routine



Percent of time:
5%

Duty 6 of 6:  
Describe:
Regional Preparedness and Operations 

· Annual participation in approved graded exercise or Level III activation.

· Participate in 50% of organized work parties and preparedness activity as assigned. 

Frequency:   ( Daily
( Weekly
( Monthly    (  Quarterly       XAnnually




Criticality:     X Critical
( Major

( Routine



Percent of time:
30%

□ for additional duties refer to the continuation sheet attached. (If checked)

Submitted



 
Approved (Not)

Date_______By _____________________ 
Date ______By ______________________________

                           Training / Admin Officer 


Radio Officer

Reviewing Authority

Date ______ I Do (Not) Concur_________________________________ 





OEM Liaison Officer

Non-concurrence by OEM Volunteer Liaison, State Reasons Below:

Operator Type III – Portable / Mobile, Mutual Aid Deployment 

General: 
Same comments apply as Type IV

1
Describe the kind and extent of supervision that this position requires:

Reports to Unit Leader Type III. Requires ability to follow oral and / or written instructions and perform assigned communication tasks in accordance with established policies and procedures, as a member of a 3 person team which receives assignments from the Radio Officer (RO), the served agency representative, or their designated assistants.

2
What review is made of this volunteer's work, and by whom?  Same as Type IV
3
What do you consider the primary function of this volunteer?
Assumes duties of an Operator Type III, plus during deployment, serves in a training rotation as a Unit Leader Type III ensuring accountability and safety of unit members, personnel and operations functions of a functioning communications unit.  May delegate assignments with concurrence of the Group or Division Unit Leader Type III.  May be assigned as a Unit Leader Type IV for up to 24 hours. Sets a positive example of operating skills, station development and preparedness and conducts Type IV unit training by demonstrating correct operating techniques and procedures. Evaluates Type IV teams during planned events of non-emergency nature.  May be assigned as a Relay Station, Mobile Station or Fixed Station in support of a Type III Group or Division Team as needed during emergencies.

4
What are the physical requirements to perform the essential duties? Same as Type IV
5
Expectations and Standards of Conduct:  Same as Type IV

6
What license, training, certifications or other qualifications are required to perform these duties?  Same as Type IV plus IS-100, IS-700, Intro to HF-NVIS workshop, Packet User workshop. GMRS users must obtain an amateur radio Technician or higher class license in order to advance from an Operator Type IV to a Type III.
7
What equipment is required to perform these duties? Operators Type III shall exceed minimum Type IV requirements by having their vehicles equipped with a 25-watt VHF or dual-band mobile radio and must attain 20 points on the Vehicle Checklist – EMAC Deployment (Appendix 4) and carry a 24-hour pack when deployed. (Refer to 24-hour pack checklist – Appendix 3). 
8
Readiness: 
Type III Ready Reserve, 8 hour notice to report for next operational period.

9
Travel:
Any location covered by the Virginia Emergency Management Assistance

 Compact

Describe the specific duties for this volunteer position:

Duty 1 of 6:
Describe:
Mentor / Coach / Evaluate Type IV Teams



Evaluate operating procedures, station development, preparedness, performance.

Frequency:   (Daily
X Weekly
( Monthly     (  Quarterly 
      (Annually




Criticality:     ( Critical: 
X  Major

( Routine



Percent of time:
30%

Position Description for OPERATOR Type III - 
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Duty 2 of 6 
Describe

Net participation and team evaluation

Participate in and monitor local, section and region nets, to coach / evaluate team.

Frequency:   ( Daily
X Weekly
( Monthly    (  Quarterly
      ( Annually




Criticality:     ( Critical
( Major

X Routine



Percent of time:
10%

Duty 3 of 6:
Describe:
Independent study to increase basic knowledge.

Complete FEMA EMI IS-200, plus one other EMI course from approved list within one year; and two courses from approved list each year thereafter. Either upgrade from Technician to General class license to attain basic HF-SSB-NVIS operating skills or if remaining a Technician licensee demonstrate proficiency in AX.25 packet operation.

Frequency:   ( Daily   
( Weekly
( Monthly   (Quarterly
  X Annually



Criticality:     ( Critical
X Major

( Routine



Percent of time:
10%

Duty 4 of 6:
Describe:
Set example for trainees in preparedness / station development.



Mentor, coach and evaluate team members, 1 hour /week.

Frequency:   ( Daily
X Weekly
( Monthly    (  Quarterly
      ( Annually




Criticality:     ( Critical
X Major

( Routine



Percent of time:
15%

Duty 5 of 6:
Describe:
Local area preparedness drills and exercises, participation.



Participate as facilitator/ evaluator in group or division unit exercises annually.

Frequency:   ( Daily
( Weekly
( Monthly    (  Quarterly       XAnnually




Criticality:     ( Critical
( Major

X Routine



Percent of time:
5%

Duty 6 of 6:  
Describe:
Regional Preparedness and Operations 

As team leader /facilitate/ evaluate graded exercise or Level III activation annually.

Develop / coordinate a quarterly Division or Group preparedness activity. 

Frequency:   ( Daily
( Weekly
( Monthly     X Quarterly     ( Annually




Criticality:     X Critical
( Major

( Routine



Percent of time:
30%

□ for additional duties refer to the continuation sheet attached. (If checked)

Submitted



 
Approved (Not)

Date_______By _____________________ 
Date ______By ______________________________

                           Training / Admin Officer 


Radio Officer

Reviewing Authority

Date ______ I Do (Not) Concur_________________________________ 





OEM Liaison Officer

Non-concurrence by OEM Volunteer Liaison, State Reasons on Continuation Sheet

Position descriptions still need to be written for the following titles,

based upon the previous overviews provided in Section X:

1. Assistant Radio Officer for Operations and Planning (OPS) - Unit Leader Type II. 

2. Assistant Radio Officer for Logistics (LOG) Unit Leader Type III, 
3. Assistant Radio Officer for Administration (ADMIN) – Unit Leader Type 

4. Assistant Radio Officer for Safety and Training (SAFETY) - Unit Leader Type III 

5. Group - Division Unit Leaders - Unit Leader Type III. 

XII
ACTIVATION AND DEPLOYMENT

The Office of Emergency Management will make a determination that ACS assistance is needed based on the information provided by the requesting agency. Activation may be based on agency group, neighborhood divisions, or countywide level.

There are two basic types of emergency activation: Controlled and Spontaneous.

1. Controlled activation allows the EOC Uniformed Fire Officer (UFO) and incident staff to gather facts, perform size up, determine resource requirements and match mission needs to available volunteer resources. The lead-time can be measured in days, weeks or less often in hours or minutes. 

a. A controlled activation should be utilized for the vast majority of ACS responses. 

b. Appropriate information from the requesting agency regarding the incident type, location, equipment and personnel requirements, expected duration, hazards, point of contact, etc. can allow the EOC staff to control the volunteer response by activating only those ACS resources necessary to support the incident action plan, relaying appropriate information. 

c. Once initial incident requirements are determined, the Radio Officer re-evaluates mission requirements; receives situation updates and reports from agency representatives working the incident, adjusts staffing and logistical support needed for the mission, while still maintaining the ability to respond to other incidents that may occur. 

2. Spontaneous activation occurs when an incident takes place without warning and is of such a magnitude that the general public becomes aware of the incident. Often this is the result of an off-airport crash, hazmat release, explosion, building collapse, tornado, or other sudden and noticeable events. 

a. Improper spontaneous activations can cause confusion, stress on Unit Leaders and may result in incident and emergency management officials forming negative opinions regarding a unit’s discipline and control.  However, spontaneous activations do occur and with proper training and fully developed procedures, they can be managed effectively. 

b. The Radio Officer must be advised of any spontaneous activation as soon as possible using the chain of command. ACS does not self-activate without proper authorization. 

c. During any spontaneous Activation when a major event occurs without warning, ACS personnel should first take necessary steps to insure personal and family safety and security. Only then should they listen to the LOGNET and check in with the Net Control to advise of their availability. 

3. For any activation of ACS by the Arlington County Emergency Management, ACS personnel will be notified using the Arlington Alert System, www.ArlingtonAlert.com   Arlington Alert uses the Roam Secure Alert Network to immediately contact all registered users and call groups simultaneously using duplicate, redundant computer servers to provide an enterprise wide platform with seamless failover. Throughout the National Capital Region, Roam Secure is being integrated with other surrounding jurisdictions to provide interoperability, providing alerts, instructions and updates on all wireless telecom devices and email accounts:  This service does not replace existing public safety warning methods also used by the County.

4. Individual ACS members are responsible to maintain their Arlington Alert ACS registration with current home and work email, cellular, pager, home and work phone numbers – specifying the priority in which each telephone number and other contact method should be used. 

5. Unit Leaders shall maintain backup hardcopy rosters, updated quarterly. Unit rosters shall enable executing a backup alerting plan which shall be tested and evaluated at least annually.  Alternate alerting methods include, but are not limited to group email, text paging, telephone call down, repeater announcements and personal contacts.

6. Group activation plans shall be coordinated with served agencies.  Identify essential tasks, locations to be manned, required training, equipment and personnel resources, and list site-specific operating procedures and job aids. 

7. ACS members and their families are strongly encouraged to maintain a Family Disaster Plan and be prepared for weather events such as winter storms, tornadoes, and other emergencies.  The plan should cover sheltering in place or evacuation, due to events that may occur without warning, such as acts of terrorism, etc. Prior to responding to any activation or recall, all ACS personnel must insure the safety and security of themselves and family members.  In response to major events you may be away from home for more than 24 hours. Communications between you and your family may be difficult. Insure that family needs are met prior to responding.

8. ACS members shall maintain a “listening watch” on 2 meters when activated, monitoring in programmed memory scan the designated OPNET, LOGNET and other  designated simplex frequencies or repeaters for situation information and updates. 

9. If an Operations net is in progress, change to the Logistics frequency and wait until the Net Control calls for check ins.  You should check in ONLY if you are available for assignment.  Contact net control by stating your call sign only and then wait to be acknowledged. 

10.  When recognized be prepared to provide the following information:

a. Repeat your full call sign using standard ITU phonetics, and your name
b. Availability to deploy (how soon, for how long)

c. Equipment status (what equipment and power you have available for immediate use)

d. Current location and status, fixed or mobile

e. Transportation available

f. Keep your comments brief as in the following example:

“THIS IS <your call>, MY NAME IS <your name>

I AM <available (if unavailable DON’T call)> IN < number > HOURS,

FOR <duration in hours>, AND HAVE <list equipment and emergency power> . I AM NOW <at home /work  /mobile / > AND AM LOCATED <specify nearest cross street>

WITH <4-wheel drive / other transport>, OVER.”

11. Once checked in, WAIT, while continuing to prepare your family to shelter in place or evacuate to a safe location while you prepare for deployment and monitor the Arlington Emergency Radio 1700 AM and the LOGNET. Do not proceed further without an order authorizing you to deploy. 

12. If a Net Control station is not active on the LOGNET, announce your presence on the frequency, establish net control and log check-ins of available ACS personnel until relieved by your Group or Division Unit Leader. If no further information or instruction is released by the Office of Emergency Management or public safety officials within two hours, secure the net, and prepare an incident / exercise report on the ICS Form 213 and transmit to your Unit Leader on the next weekly net.

Activation Levels:

ACS is often notified before specific communications needs have been determined. This is to enable leadership an opportunity to assess the resources available, get everyone located and ready to go. 

There are three (3) levels of activation:

1. Level I – Advance Notice requires no action by the general ACS membership.  This is an advisory that emergency management MAY require ACS assistance.  If rapid escalation to Level II is likely, The Radio Officer may, give “head’s up” notice to Unit Leaders to request that they assess their available resources.  Unit leaders may contact key members to verify their location, availability and status by email.  Email replies should indicate only member call sign and status as AVAILABLE or UNAVAILABLE in the subject line, so that it is unnecessary to open the message to determine who is available, but only when needed to review resource details listed in the text.  

a. If the Radio Officer is unavailable, the ECC Uniformed Fire Officer (UFO) will notify any Assistant Radio Officer to contact Group or Division Unit Leaders, as listed on the current roster to assess the type and quantity of resources available.  

2. Level II – Alert / Prepare / Standby Means to prepare for full deployment within 8 hours and to WAIT until notified of an assignment.  Upon Level II the Radio Officer contacts Group or Division Unit Leaders by email or telephone to ensure that they are present and available.  If the Radio Officer is unavailable, the ECC Uniformed Fire Officer will notify any Assistant Radio Officer to contact Group and Division unit leaders of the pending situation, for them to contact individual team members to determine their availability and status. Unit leaders should prepare duty schedules and updated personnel rosters indicating resources available and then report team status to the notifying official. Radio gear, personal protective equipment, vehicles, equipment and supplies should be checked, assembled and packed for deployment.  24-hour kits should be readied for local deployments. A 72-hour annex is recommended if deployment is expected under the Emergency Management Assistance Compact outside Arlington County.  A 72-hour annex contains extra food, water, clothing and shelter. 

a. Once notified of Level II, available personnel should make preparations to deploy as instructed by the Unit Leader or via the Arlington Alert. Prepare and load your vehicle (if you haven’t already), get any gas, food, water, and personal items that you will need, review procedures, and mentally prepare for the job at hand. 

b. DO NOT, under any circumstances, contact or volunteer to a served agency yourself! Working relationships and agreements with served agencies have been worked out to be executed in specific ways. 

c. ACS Group leaders are trained to assess agency service requests and mobilize those resources which are best suited to the needs of the incident. Follow the plan; it’s been written the way it is for a reason!

3. Level III – Deployment is authorization for standing Strike Teams to proceed to their standing duty assignments in accordance with approved plans, which may be modified by specific incident instructions of Emergency Management officials.  Group and Division Unit Leaders should send an activation report to the Radio Officer by email or packet upon Level III. Once a “Deploy” order has been given at Level III, Strike Teams are expected to be out the door without further delay. 

a. Deployed units shall send a station activation report to the Alerting Official, once assigned, operational on-station and ready to perform active functions.

ST <alerting official>@<PBBS Path>  <IF SENT VIA PACKET>

<BY VOICE USE THE ICS FORM 213>

SUBJECT:  ACTIVATION REPORT <jurisdiction><incident name> <THIS IS A DRILL>

[1] <jurisdiction city or county> ACS ACTIVATED LEVEL III

[2] LOCAL TIME

[3] LIAISON STATION TACTICAL CALL SIGN IS <location, function, designator>                      

[4] LIAISON STATION LOCATION <name of facility, hospital, EOC, etc>

[5] SERVED AGENCY IS <full agency name>

[6] SERVED AGENCY CONTACT AND TITLE< Name, Position, ICS title>

[7] VOICE TELEPHONE <10 digits>

[8] FAX TELEPHONE  <10 digits> 

[9] EMAIL ADDRESS(es) 

[10] AVAILABLE OPERATING FREQUENCIES AND MODES ARE: <list>

<THIS IS A DRILL>

/SIGNATURE/   <YOURCALL><APPOINTMENT>

b. The Radio Officer should insure that LOGNET is receiving and logging check-ins of available Operator Type IV Reserve personnel to plan staffing and assignments for the next operational period and to fill other communication requests as received.  The RO then contacts the EOC logistics officer, advises current ACS status and receives resource requests and instructions. 

c. If approved local protocols call for ACS to provide an agency representative at the EOC after major emergencies, then the Radio Officer should respond, or designate a back-up to do so, alone and in proper attire. 

d. The RO should establish a separate NCS for the OPNET and designate a liaison to LOGNET to coordinate ACS assignments in support of public safety needs.  

e. The LOGNET may direct individual ACS personnel to check in with Neighborhood Division Unit Leaders on their assigned local simplex frequency. NCS must remind ACS personnel that they have NO legal protection or authority to act unless they are properly activated in accordance with approved County policy.  No self-activated “freelancing” will be tolerated.

f. ACS Command - The first Group or Division Unit Leader responding to activation and establishing contact with the served agency will assume ACS command until relieved by the RO, or a designated relief commander. The Tactical Call of the ACS Commander for countywide activation’s is "ESF-2,” the abbreviation for Emergency Support Function 2 – Communications.  The ACS Radio Station (W4AVA) is the Net Control Station call sign during local EOC activations.  The Virginia RACES call sign (WC4VAC) for the Northern Virginia Operational Area will be used when operating under Area Command in the National Capitol Region.

g. As soon as possible a Unit Leader Type II should be dispatched to the incident to serve as an Agency Representative (ICS 220-5) to determine incident needs and offer the incident command staff advice and expertise regarding ACS capabilities and resources. They also insure the well being of ACS personnel assigned to the incident. 

h. Activating Agency Group or Neighborhood Division leaders should determine the: 

a) Nature and extent of the incident.

b) Location and Conditions at the scene.

c) Agencies to be supported and their communications support requirements

d) Personnel and equipment requirements, etc. 

i. After activation, the Unit Leader in command will assign all resource requests concerning personnel and staffing to the Logistics Officer (LOG). LOG will check-in members and determine member/equipment availability, capabilities and other pertinent information. After matching requirements with available resources, LOG dispatches the assigned personnel to designated check-in locations.  LOG uses ICS Form 214 to track personnel assignments, locations and tactical call signs. 

j. Type III and Type IV Teams assigned use the ICS Form 309 station log to record each duty rotation, such as the operator and logger swapping duties within an operational period, as well as take over by a relief team at the end of an operational period.  

k. Agency Group or Neighborhood Division Unit Leaders will use tactical call signs which designate their location and function "<Neighborhood Name> or <Function + Fire Station Number> Unit leaders will announce the need for the use of the frequency by Arlington County ACS for Emergency Communications. 

l. If more than four units are active on the frequency, unit leaders should appoint a NET CONTROL to facilitate check-ins and traffic handling on the local simplex frequency. 

m. Net Control Stations (NCS) A Net Control Station may be located anywhere at the discretion of the Unit Leader in Command. Ideally they shall be located in a location where wide area coverage is possible. They may be fixed or mobile, depending on need.

n. The net control operator’s duties are to facilitate and control traffic into and away from the net. They "manage" a particular designated frequency. NCS are responsible for radio discipline. Nets may be either directed or undirected. During a directed net all stations entering the net call net control first to obtain permission to call another station. The net Control Station does not routinely handle message traffic other than authorized announcements to all net stations. The NCS may direct the stations to a designated frequency off-net to pass traffic, thus freeing up the net frequency. After passing the traffic both stations return to the net frequency and check back in with the NCS.

XIII
Emergency Management Assistance Compact (EMAC)

EMAC – The Virginia Emergency Management Assistance Compact establishes the formal process of requesting personnel and resources from another jurisdiction. The Radio Officer or his/her designee are the only individuals authorized to activate ACS mutual aid on behalf of Arlington County. This is done after all available local recourses have been exhausted. The response to a requesting jurisdiction should also be in writing (if time permits) and include the following: 

* Number of people assigned to event or incident 

* Names of people assigned to event or incident

* Cellular telephone, vehicle description and vehicle license numbers of people assigned 

* Frequency or band capabilities of people assigned 

Non-Emergency Mutual Aid requests are made and approved by paid government staff.  (Requests do not go volunteer to volunteer). 

Non-Emergency Mutual Aid requests for planned activities should always be in writing. 

XIV 
ACS MEMBER ACTIONS IN RESPONSE TO AN ACTIVATION

1. Before departing for assignment: 

a. Ensure that emergency notification procedures within your agency are current. 

b. Ensure you are clear on what travel and pickup arrangements have been established for you.

c. Review your assignment. Know to whom you will report and what your responsibility shall be. 

d. Determine what emergency communications procedures should be placed into effect to 

e. Ensure that you can contact your control point if necessary. 

f. Recheck your personal equipment and items that you will need for at least seven days. 

g. Ensure that family members know your destination and how to contact you in the event of a family emergency. (Have family contact County EOC and request E.C.S. radio desk). 

h. Be sure to advise your section captain/unit leader of any physical or personal limitations that you may have. DO NOT respond when you are ill or sick. DO NOT accept an assignment that exceeds your physical, technical or personal limitations or abilities. 

2. Responding to Activation - Review the pre deployment checklist prior to departing. When contacted for an assignment be sure to obtain and list on the Operator Briefing Sheet (OPBRIEF) job aid: 

i. Job Assignment, e.g., Shelter Radio Operator, Message Runner, Packet operator, etc. 

j. Order Number and Request Number (required on mutual aid requests) 

k. Incident Type and Location 

l. Reporting Location/Time 

m. Travel Instructions/Mode of Transportation 

n. Travel/Talk In Frequency 

o. Special Personal and Equipment Requirements 

p. Other information as available. 

3. Upon arrival at the incident: 

Check in at designated Check-in location. Check-in may be found at: 

a. Incident Command Post 

b. Base or Camps 

c. Staging Areas 

4. If you are instructed to report directly to a line assignment, check in with your supervisor. 

Receive situation / safety briefing and instructions from immediate supervisor. 

XV
ACS Functions In the Incident Command Post

During incidents which continue over several; operational periods ACS may be asked to provide a communications team Type III to an Incident Command Post (ICP) that has been set up close to the incident. While most communication tasks are similar, there are additional aspects not found in smaller field posts served by a Type IV team.

1. Security . An ICP is usually a secure area. Expect to be required to sign in/out; you may also have to show a government issued photo ID, have equipment inspected and all packages or bags searched. Always carry a copy of your FCC license and your RACES call sign identification badge.  Display any ICP or disaster area passes in the manner instructed by the issuing authority.

2. Personnel and Duties. ACS operators assigned to an ICP will normally function as a two-person team, with one operating the radio, while the other will handle logging (ICS Form 309) and message routing between the radio operator and agency message controller.  Trade positions approximately hourly to minimize fatigue.  Inexperienced Type IV Operators should always be teamed with a more experienced Type III someone having greater experience. When possible, the Unit Leader Type III, Group, or Division Communication Unit Leader will also be part of the team.  In that case, the Unit Leader will handle liaison duties with the served agency and take care of message routing and interface with Incident Command Staff.
3. When you go into the ICP, take your Go Kit and 24-hour pack with you. While a canteen unit may periodically go to an ICP, you may be too busy to take advantage of them. If that is the case, the food and water in your 24-hour kit will be essential! Remember that the ICP may be in a tent or other, unheated structure; so bring your warm outdoor clothes.
4. In the ICP you will serve as Net Control Station (NCS) for an OPNET. In some incidents such as flood, hurricane or winter storm recovery, you may liaison with other incident facilities, such as access control points, debris, supply or equipment staging areas, and maintain contact with disaster recovery contractors and the EOC or monitor a LOGNET.
5. Primary duties are, but are not limited to:
a. Relaying information from assigned resources which are performing active functions (responders and field personnel) to the ICS staff
b. Receiving into the ICP and routing formal messages (ICS Form 213) to ICS personnel
c. Sending formal messages from ICS staff out of the ICP
6.
ACS may be asked to perform other communications-related tasks, such as:

a. Setting up communications for supply or equipment depots, reception centers

b. Troubleshooting equipment, including computers, public safety radios, fax, telephone

c. Arranging for temporary telephone service

d. Answering telephones, making telephone calls to alert next shift relief team, etc.

e. Sending/receiving FAXes

7.
Interaction with ICP Personnel

a.
Remember: the Served Agency is always in charge.  You are there to provide communications services to the ICS staff. You may be asked to do other things, but you must not allow those to interfere with your primary function of communications. If that should happen, request a “face to face” with the Communication Unit Leader, to advise him/her of the situation.

b.
In all cases, your interactions with other personnel must be thoroughly professional; if you have problems with an individual, wait until after the incident is over - the incident review or debriefing is where those issues should be handled. In the midst of the incident, your overriding priority should be on accomplishing the mission itself.

8.
Handling Information in the ICP

In the “heat of battle” priorities for information flow in an ICP can become confused or “clogged”. To prevent that from happening, remember the acronym “ASAP” to guide you whenever you make decisions dealing with messages or contacts – either incoming or outgoing:

a. ACCURATE: Precise, clear. Repeat back critical information, confirm and authenticate the source. All written traffic originating from an ICP official should be either written and signed by that official or transcribed onto the message form by the agency message controller, and initialed by the originating official to enable authentication. 

b. SPEEDY: Information is quickly copied/transcribed and delivered

c. APPROPRIATE DISTRIBUTION: The information gets to the right person(s)

d. PERMANENTLY RECORDED: All information/messages are correctly logged in the manner directed by the served agency customer.

9. The OPNET NCS will brief unit leaders to assist them in organizing teams for tasks to be performed and briefing deployed ACS personnel.  The incident briefing should be updated and repeated at the beginning of each 12-hour operational period.  The contents of the briefing should include:

· Where to acquire work materials and personal protective equipment. 

· Information to organize and brief subordinates. 

· The need to use plain language and ICS terminology in all radio communications. 

· Completing forms (e.g., Unit Log ICS-214) and reports required of the assigned position 

· Sending completed forms through the supervisor to Documentation Unit. 

· Responding to demobilization orders and briefing subordinates regarding demobilization. 

· Demobilization/Deactivation

XVI
TACTICAL CALL SIGN USE:

1 Emergency communications use tactical call signs exclusively to call other stations.  You don’t contact another station on an emergency net by using their amateur call sign, because if you have a reason to call them on the net, they have either a DESIGNATOR (if a mobile station) or a LOCATION (if a fixed station) and a FUNCTION! 

2 Fixed station tactical calls are indicative of a GEOGRAPHIC NAME and FUNCTION. The operator or station radio amateur call ID alters with a change in operators The ICS procedure to use geographic and functional tactical call signs provides operational clarity and continuity in times of stress and disorientation which are typical of most emergency operations. The Incident Command Post for a search operation in the Buckingham neighborhood is “Buckingham Base.” If operating as the ACS operator at the EOC, the EOC identity remains constant, and is always “<jurisdiction name> EOC”.

3 Mobile station tactical calls are easily distinguished from fixed stations by their FUNCTION, followed by use of a unique DESIGNATOR (alpha or numeric) such as. “CANTEEN ONE. “

4 The tactical call sign “COMMAND” is reserved for the senior public safety official in charge of the incident, i.e. the incident commander.  The only time an ACS operator uses “Command” in the tactical call is when speaking for, by the authority of, and under the direct, real-time supervision of the IC, in immediate hearing range and physical proximity.

5 If operating a served agency radio which is on a non-amateur frequency, you’ll also end transmissions with a tactical call sign.

6 FCC Amateur radio calls are only to be used on Amateur Radio. They are not to be used on Public Safety or commercial radios for any reason.

7 Whenever using an amateur frequency, append your full FCC call sign to the end of your last transmission (every ten minutes if NCS) and let other stations end with theirs.

8 To contact another station always state the called station first, followed by the prowords “this is”, then your station name, as in the example:

Calling a station:

“CERT 302, this is Buckingham Base”

9.
The correct response is to identify with YOUR call tactical sign, followed by the prowords “go ahead”:

“CERT 302, go ahead”

10.
To end a contact, use the term “out” - never “clear”.   Here’s how it sounds:

“Buckingham Base out”, < FCC call> (on amateur frequencies.)

11.
What if you need to call a specific person at a location? Easy:

Arlington EOC, this is Buckingham Base with contact for Chief Jones.”

12.
But what if you have a written message to deliver?  Even easier:

“Arlington EOC, this is Buckingham Base with traffic”
(You don’t identify the recipient of a message in the call because it will be in the message itself, and there’s no reason to duplicate the information!)

The only time an amateur call sign is used is when using the amateur frequencies, and then only at the termination of a conversation (emergency conversations rarely - if ever - proceed past the FCC’s 10-minute limit for station identification. If for some reason one does, one must of course ID as required.)

a. At the END of a contact (a series of transmissions) and/or 

b. At 10 minute intervals. 

c. At the END of an unanswered call. 

Other Tactical Calls:

a. City EOC’s “<City Name> EOC” 

b. Fire Stations <Fire Station _____” (number)> 

c. Sheriff/Police Stations “<Geographical Location> PD or SO” 

d. Hospital/Schools/Public Buildings “Name of Facility” 

e. Other Locations/Activities “Location or Activity Name/Designator” 

f. Shelters “<Location Name> Shelter” 

XVII
DEMOBILIZATION

Demobilization of ACS personnel and units assigned to an incident shall be at the direction of the Incident Commander. Personnel and units, upon being advised of demobilization, will report to the demobilization unit for checkout and release. Upon release, the unit leader will advise the Group or Division Unit Leader of the release and status of the returning units, equipment and personnel. Insure that the supervisor or the unit leader completes a copy of the Overhead, Crew and Equipment Report (ICS-204). 

If a copy was completed at the incident base, return a copy of that report. If not, complete an ICS-204 report and forward it to the ACS staff at the EOC as soon as possible. Personnel and Units activated but not assigned to an incident will complete an ICS-204 report equivalent and forward it to the ACS staff at the County EOC no later than the next management meeting. 

All activated ACS personnel will complete an ICS-214 for each shift they work. Upon completion of shift turn your ICS-214 into the Unit Leader or supervisor. The deactivation of various E.C.S. elements may be made only by the unit coordinator or an official or designee of the activating agency. Notification of deactivation shall be made to all participating units and personnel the same as in activation. An announcement shall be made on all frequencies used during the activation. Additional requests for services at a later time, even relating to the same emergency, shall be treated as a new activation. This shall be handled the same as all new activations. Appropriate notifications must be made. 

XVIII
STRESS MANAGEMENT IN EMERGENCIES – 

Stress is a normal response to an abnormal event and occurs often throughout the course of any average day. However, because of the additional demands placed on disaster workers, the social, psychological and physical stress that occurs following an emergency or natural disaster is of primary concern. How we adapt to those demands is of critical importance to our survival and the success of our work. 

Stress takes many forms and manifests itself in our psychological and physiological behavior in many different ways. No two people react to similar stress situations in the same ways. Some may notice increased respiration or blood pressure, heavier perspiration, muffled hearing, hot or cold flashes or headaches while others may feel faint, dizzy, be irritable or uneasy. Still others may have an increase or a decrease in appetite or thirst. Many may experience cognitive reactions, which may include short-term memory loss, disorientation, stuttering, poor concentration or a loss of objectivity and an inability to use logic to solve problems. Whatever a person’s stress symptoms, it is essential that those involved in disaster work become sensitive to and define their reactions to stress before they become involved in stressful situations. Awareness of and a desire to work within your stress levels is paramount in being an effective disaster worker. 

Being prepared by understanding your reactions before they occur will lessen the impact of them during an emergency and speed your recovery afterward.

Stress symptoms are often apparent to fellow disaster workers before they become apparent to the person experiencing them. Stress, which is out of control, may jeopardize the safety of the person experiencing the problems as well as associated workers and in severe cases the entire effort. In their best interest, the interests of fellow workers and the operation, suspected stress overload should be reported to the unit supervisor immediately. It may be necessary to temporarily relieve an individual who is experiencing severe stress symptoms. 

XIX
Personal Protective Equipment – PPE –

Any field deployment poses a potential risk of accident or personal injury.  The following general guidance is provided to ACS unit leaders and individual members regarding awareness of hazards which could be encountered and general recommendations for personal protective measures and equipment. Examples of common risk factors which may be encountered by ACS personnel include but are not limited to:

· Travel hazards to and from the deployment site

· Weather / environmental effects, lightning, cold, wet, wind, dust, flying debris

· Incidental exposure to chemicals or pathogens in flood waters, etc.

· Terrain, slippery or insecure footing, risk of falls, injuries

· Tool or equipment use,  risk of hand or eye injuries, electric shock

· Human factors, stress or fatigue.

ACS members must be aware of potential hazards to which they could be exposed.  Unit members are required to provide their own sturdy footwear, work gloves, safety glasses and outdoor work clothing.  Additional personnel protective equipment (PPE) such as hard hats and respirators will be provided by OEM when required.

ACS unit leaders are responsible to a conduct risk assessment with served agency officials.  Mission planning should include precautions to mitigate ordinary hazards, identify potential incidental hazards and recommend appropriate personal protective measures. At minimum field team leaders must complete a Hazard Abatement Plan Checklist daily to perform a basic risk assessment for each deployment.  Volunteers must be briefed daily before their deployment and be informed of specific hazards identified, an assessment of risk exposure, and planning precautions taken to ensure a safe working environment including provisions for job rotation, personal hygiene, housekeeping and maintenance to minimize exposures. 

Served agencies are responsible under OSHA regulations, 29 CFR Part 1910 to employ all feasible engineering and work practice controls to eliminate, reduce or mitigate hazards.  Volunteers serving state and local government agencies benefit from the same legal protection as paid staff to include safety orientation relevant to their assignments. 

Agency safety personnel shall systematically assess hazards and inform volunteer personnel why, when and what protective measures or equipment are necessary.  They shall provide adequate safety equipment, train volunteer staff how to use it and require its use, whenever doing so is indicated by OSHA Standard or good practices.

Evaluating the Need for Personal Protective Equipment (PPE):

The following list is not all-inclusive, but provides common examples of typical ACS operations where individuals may be exposed to hazards which can be mitigated by proper selection, training and routine use of PPE.  

EYE PROTECTION:


ACS Potential Operations of Concern:

Airborne dust and flying particles, 

Damage assessment, Storm spotting

Hazardous chemical irritants


Battery charging, soldering, equipment repairs

Exposure to intense light or lasers

Welding, cutting, laser operation

Blood and/or body fluid splashes

First aid, CERT emergency medical, triage, treatment

HEAD PROTECTION:

Falling and wind blown objects


Tower and antenna work, Storm spotting

Low overhead clearances, exposed beams
Damage assessment

Confined spaces, foot travel in debris areas
Ground and Urban Search and Rescue operations

 Or heavily wooded terrain

Exposed electrical wiring or components

Power systems and communications, arc welding

FOOT PROTECTION:

Penetrations by sharp, jagged objects

Damage assessment

Uneven, rocky, slippery, muddy ground

Search & rescue operations

Tools, equipment, rolling/falling objects

Station set-up, logistics and supply

Exposed electrical wiring or components

Power systems and communications

Hazardous or flammable materials

Fueling vehicles and generators

HAND PROTECTION:

Use of cutting tools
Power systems, communications, search and rescue,

Handling sharp or jagged materials 
Damage assessment, logistics, material handling

Hazardous chemical irritants


Battery charging, soldering, equipment repairs

Blood and/or body fluid exposure

First aid, emergency medical, triage, treatment

Heat, abrasion exposure


Soldering, field cooking, rope work, manual labor

Exposed electrical wiring or components

Power systems and communications

BODY PROTECTION:

Irritating dust or chemical splashes

Debris clearance, battery maintenance and charging

Exposure to sharp or jagged surfaces

Damage assessment, search and rescue operations

HEARING PROTECTION:

Noise from heavy equipment


Machinery and generator noise.

Reference: 
General Industry Standards, Subpart I, Personal Protective Equipment, OSHA 3077, 1995

Criteria for Selection of PPE and Arlington ACS Recommendations:

HEAD PROTECTION:

· Resists penetration by objects
· Absorbs shock of a blow
· Is water resistant and slow burning
· With instructions explaining proper adjustment, replacement of suspension and head band
· Meets requirements of ANSI Z89.1-1997, Type 1.
In the interest of safety and field identification of ACS personnel, safety headgear is authorized while working outside or in a situation where head injury is likely to occur. 

A green plastic helmet "Bump cap” meeting the requirements of ANSI Z89.1-1997 with Markings as follows: 

· ACS emblem on the front vertical surface over the bill or brim of the cap. 

· White communications rocker on each side. 

· Yellow Reflective Striping on each side 

· Last name on back in 1" self-adhesive black letters. 

ACS Helmet coloring for field identification purposes, as follows: 

· Operators = Green

· Unit Leaders = Yellow, an optional full brim hardhat is authorized for Unit Leaders Type III and Type II,

· Radio Officer and Assistants, Planning, Operations, Logistics, Admin   = White     an optional full brim hardhat is authorized for Radio Officer and Assistants

Helmets should be worn when erecting antennas overhead or performing any work in the vicinity of overhead work.  

Helmets are not to be worn indoors unless a safety hazard exists. 

EYE PROTECTION: 


· Protect against specific hazard(s) encountered

· Comfortable to wear

· Must not restrict vision or movement

· Durable and easy to clean and disinfect

· Must not interfere with function of other required PPE

· Meets requirements of ANSI Z87.1-2003, with side shields.

Eye Protection may be worn on the helmet when conditions require. 

FACE SHIELDS:

· Use in combination with goggles or safety glasses when you must protect yourself from impact hazards and chemical splashes (chain saws, power tools, risk of battery explosion)
FOOT PROTECTION:

· Resists penetration by sharp objects
· Comfortable to wear 

· Durable and easy to clean and disinfect

· Provide secure traction on slippery or irregular surfaces

· Provide ankle support 

· Meets impact and compression protection requirements of ASTM F2413-05

· May be designed to be electrically nonconductive to protect from electrical hazards
HAND PROTECTION:

· Nature of hazard(s) and work to be performed determines proper selection of gloves

· Comfortable to wear 

· Protect against heat and cold

· Cut, puncture and abrasion resistant

· Either durable and easy to clean or disinfect, or is single-use disposable

· Protect against chemical exposure and blood-borne pathogens

· Durable work gloves of leather or canvas (rope work, use of hand tools)

· Chemical and liquid resistant gloves ( equipment, generator and battery maintenance)

· Medical exam gloves (First aid, emergency medical, triage, treatment)

· Detailed requirements for selection and use of insulating rubber gloves for use against electrical hazards are provided in 29 CFR 1910.137 and are not included in this guide.

BODY PROTECTION:

· Environmental conditions, the nature of hazard(s) and work to be performed will determine proper selection of outer protective clothing

· Comfortable to wear 

· Protect against heat, cold, wind, rain, chemical splashes 

· Cut, puncture and abrasion resistant, durable and easy to clean.

RESPIRATORY PROTECTION

OEM encourages ACS and CERT members to provide their own N95 respirators for use in dusty environments such as damage assessment and debris clearance, even when exposures are below exposure limits, to provide an additional level of comfort and safety.  Note that N95 respirators provide no protection against gases or vapors.

If you provide your own respirator it is incumbent upon you to take certain precautions to ensure its safe use: 

Refer to Appendix D. of OSHA Regulations 29 CFR 1910.134 entitled “ Mandatory Information for Personnel Using Respirators When Not Required Under the Standard”

XX

DISMISSAL OF VOLUNTEERS –

 Any ACS personnel may be dismissed by the OEM volunteer coordinator, or by the Radio Officer or his/her designee for cause.

Any personnel may resign from the organization at anytime upon notifying the Radio Officer in writing. The ACS identification card, and all issued County property must be surrendered to the Arlington County Office of Emergency Management. Any display of credentials after notice of termination, written or oral, is prohibited.  

The membership of any person in the organization may be acted upon by OEM staff, at the request of the Radio Officer, by management for violations of County procedures, rules and regulations. Such recommendation of either group must be in writing and a copy of the suggested action must be forwarded to the OEM Volunteer Coordinator. · Approval of a resignation may also be obtained from the Group or Division Unit Leader.   Upon notification of termination, affected personnel shall return all ACS identification and/or equipment. 

XXI
List of Appendices

1) Vehicle Checklist for Local Deployment

2) Vehicle Checklist for Mutual Aid Deployment

3) Personal Equipment Checklist for a 12-hour Operational Period

4) 24-Hour Pack Checklist for Mutual Aid Deployments

5) Your 24-hour Pack, Virginia RACES, includes a discussion of 72-hour annex

6) Pre-Deployment Checklist (for Mutual Aid, beyond the NCR)

7) Script for Weekly ACS-RACES Net (Repeater)

8) Script for Monthly Simplex Communications Test

9) Simplex Frequency and Repeater Use Scripts, use during an activation

10) Procedural Words and Phases

11) VHF/UHF Northern Virginia Amateur Frequency List

12) HF Radio Frequency List

13) EOC Message Flow

14) FEMA EMI Course List

15) Annual Performance Rating

16) ACS-RACES Resource Type Classification Table (NIMS)

17) ICS Forms Pack

a. ICS 201 Incident Briefing

b. ICS 205 Communications Plan (template, for amateur and GMRS)

c. ICS 213 Message Form

d. ICS 214 Unit Log

e. ICS 309 Radio Operator Log

18) OPBRIEF Virginia RACES Job Aid (may be used in place of ICS201

19) ACS-RACES Quick Reference Job Aid

20) Appendix D. to OSHA Regulations 29 CFR 1910.134 Mandatory Information for Personnel Using Respirators When Not Required Under the Standard

21) Glossary of Emergency Management Terms 
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